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LastPass

GGCS guru Steve Shank told us that LastPass Password Manager is a powerful and flexible password manager that keeps your login information secure without your having to memorize all of it. You can automatically log in to any website once you have entered the username and password, once. This is achieved by setting up an account with your email address and a strong, complex master password that should be at least 12 characters long, and include upper and lower letters, numbers, and special characters.
All your passwords are encrypted “locally,” that is, on your computer before the encrypted version is stored on your computer and is encrypted by a LastPass algorithm for every site you wish to access. 

After creating your account, the LastPass download will appear as an add-on shortcut icon in your browser (LastPass works with all browsers). After you log in once with your Master Password, LastPass will then auto-fill all your passwords for you. 

The plug-in also has a shortcut to your vault of existing passwords and can generate new, super secure passwords for new websites.

A mobile version, LastPass Premium, is available for $12/year. LastPass also allows you to save credit/debit card info, addresses, bank accounts, driver’s license, and contact info. Having demonstrated LastPass, Steve also confirmed that it can handle certain multi-factor authentications that might apply to bank accounts, investment managers, etc., and even to your Master Password. It would be best to check with your facility to see if it’s multi-factor service works with LastPass.

Finally, be warned that, if you forget your Master Password, you will not be able to recover your individual passwords, and LastPass cannot help you, because it doesn’t keep your Master Password. So, it is essential that you be responsible for it.

LastPass does provide support, primarily through email. Your only fallback is to go to each website and use their method of password recovery, which can vary. Some sites may simply send you an email with a password reset. Others might require the answer to challenge questions. Perhaps your bank may require you to come into their branch in person. 
Dropbox

Another GGCS guru, Marcelino Nogueiro, pointed out that, while many cloud storage programs, such as OneDrive, Google Drive, and Amazon Cloud Drive, exist, Dropbox has been around the longest, has the most users, and is the simplest of the cloud-based storage and file synchronization tools. This online storage service helps you share files between computers and mobile devices with the app installed. You can store and sync files by simply dragging and dropping them into the Dropbox shortcut icon on your desktop. These files are also available over the Internet using the Dropbox web interface. 
You can share files (photos, for example) with others by creating a share file or folder. You can password-protect folders you share via email or if you share by sending a link the link is encrypted but anyone with the link can open the folder or file. Files are encrypted when you upload them and stay encrypted on the DropBox servers. Shared files are not encrypted after they are downloaded by the recipient.

When the DropBox program is installed and active, a green checkmarks appear on top of files and folder icon that have been synced and are up-to-date. By default, Dropbox syncs only files stored in a single, dedicated folder and subfolders. The default

Dropbox folder usually locates itself in C:\Users\(username)\MyDocuments\Dropbox.

Dropbox offers 2GB of storage free, which is not a lot compared with competitors, but this amount can be increased to 16GB by introducing friends to the service, at 500MB/friend. Paid personal plans, called Dropbox Pro, include 1TB of space for

$9.99/m or $99/year.

For file collaboration, competing services, such as Google Drive, are better than Dropbox. It has applications for Windows, Mac, Linux, iPhone, iPad, Android, and Blackberry, and your files are available on any Internet-connected machine where Dropbox has been installed or has a web browser.

Once a folder or file has been synced, it is in Dropbox’s cloud storage and can be deleted from your computer. Any time you use the Dropbox icon on your desktop, however, the files are also stored on your machine, so you haven’t actually saved any storage space on the machine. 

You can choose whether or not to sync automatically by turning off the instruction to sync in the Dropbox settings. A word of caution: if you have automatic sync turned on, files that you delete from the Dropbox folder on your computer will also be deleted from the Dropbox cloud storage.

If you only want to use Dropbox as a storage location in the cloud while being able to delete files from your local drive, do not use the sync feature; instead, use the Dropbox website to upload the files that you wish to store in the cloud. 
